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The importance of...

Becoming PCI

Compliant

Why should you be PCI compliant?

If your business stores, processes, or sends any payment card
information then you must be PCI compliant or you could face

the risk of card data compromise and be subject to significant
financial penalties.

As a merchant your number one responsibility is to protect your
customers’ cardholder data and PCl compliance ensures that
you implement ‘best practice” across your business to achieve this.

PCI compliance may on the face of it appear time consuming and
an unnecessary effort, but it is infact extremely important and may
prevent future issues that could cost your business dearly.

What is PCl Compliance?

The PCI Compliance Standards are mandated by the card schemes
such as Visa, MasterCard and American Express, and run by the
Payment Card Industry Security Standards Council, the standard was

created to increase controls around cardholder data to reduce credit
card fraud.

PCI Compliance can bring your business major benefits including:

Customer Trust—PCl Compliance means that you have
successfully configured your systems and processes are
sufficient to support the requirements set by the industry and
that customers can trust you with their sensitive payment card
information, if your customers trust you they are more likely
to become loyal customers and recommend you to others.

Improved reputation —not only with your customers but with
acquirers and payment card schemes.

Failure to comply can have serious and consequences including:

Negative Publicity —An incident can severely damage your
reputation and your ability to conduct business.

Financial Implications —Loss of sales and customer relationships.

Card scheme financial penalties—These could be non
compliance penalties which can run into hundreds of thousands
in the event of a card data compromise.
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You have worked hard to build your business —can you afford not
to be compliant and risk your business and reputation, research
shows that in the UK 12% of consumers have been the subject of
fraud. By being PCI compliant you ensure that you are operating
best practice, and support the prevention and impact of fraud
originating in your business.

What do | need to do to become PCI DSS Compliant?

Your PCI requirements will depend on which merchant level
you fitinto, there are 4 Levels:

Level 1—Merchants that take over 6,000,000 Visa and/or MasterCard
transactions per year will be required to bring in a Qualified Security
Assessor (QSA) on-site to evaluate security and create an in-depth
compliance report. Quarterly PCI Scans are also required.

Level 2—Merchants that take between 1,000,000 and 6,000,000
Visa and/or MasterCard transactions (all channels) per year must

complete a Self-Assessment Questionnaire (SAQ). Quarterly PCI Scans
are also required.

Level 3—Merchants that do between 20,000 and 1,000,000 Visa
and /or Mastercard e-commerce transactions per year need to

complete a Self-Assessment Questionnaire (SAQ). Quarterly PCI
Scans are also required.

Level 4—Merchants processing less than 20,000 Visa and/

or MasterCard e-commerce transactions annually and all other
merchants processing up to 1 million Visa and/or MasterCard
transactions annually need to complete a Self-Assessment
Questionnaire (SAQ). Quarterly PCI Scans are also required.

PCI Compliance does not guarantee that your business will not be
affected by fraud or that your website won’t be hacked, but it does

mean that you are operating ‘best practice’ as acknowledged by the
card payments industry.

There are different requirements to become compliant based on the
volume of payments processed and device type/connection method.

For more information regarding this please visit:
https://www.pcisecuritystandards.ord



https://www.pcisecuritystandards.org
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PCI DSS compliance may appear on the face of it to be an additional
cost and baffling exercise but it is absolutely necessary as the penalties
for non-compliance can be severe and it’s important you operate
‘best practice’. Think of PCI DSS compliance as additional business
insurance, an essential part of doing business.

Your reputation could be damaged if your customer data is breached

and can result in costly legal action, it is therefore important to ensure
that you are PCI DSS compliant.

Here is our guide to keeping your customers data safe:

Regularly change your passwords—It is important to regularly change
all of your passwords and ensure that you use a mixture or letters,
numbers and symbols, so that it’s harder for someone to guess them.

Ensure you are PCI DSS compliant—It may seem like an onerous task
but PCl compliance is there to protect customers. If a data breach
occurs shoppers have to cancel their cards and order replacements
and at the same time the business must undergo investigation to
refortify its payment system, this can take up to six months, in some
cases small businesses have been forced to close because of the costs.

Train your staff to follow PCI DSS procedures—It is important that

every member of your team who are taking payments understands the
procedures and adhere to them.

Test your firewalls at least every six months —If you are operating
an online business or are storing and customer data it is important
that you have an up to date system. Testing your firewall will help
you identify any breaches and whether you need to upgrade, or get
a security professional to test them for you?

Destroy all card data files immediately — Always shred sensitive
information. Be careful with any documents or contracts. Remove all
sensitive materials from your work area when you're not using them
or at the end of the day and if required lock them away.
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FAQ's
1. lonly accept cards over the phone does PCI still apply?

Yes. All businesses that store, process or transmit
payment cardholder data must be PCI Compliant.

2. | have a multi-site business, is each location required
to validate PCI Compliance?

Each business location is required to have its own

unique Merchant ID which will each need to be validated
once annually.

3. What should I do if I'm compromised?
Next steps should be covered within your own
security policy —please check.
You should contact your Acquiring bank regarding this.

4. How do | prove to the acquiring banks that | am
PCI compliant?

When you complete your PCI compliance you’ll be able
to download an attestation of compliance (AOC). You can
use this to prove compliance for the next 12 months.

For more information regarding this please visit:
https://www.pcisecuritystandards.ord
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